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What is business continuity? The capabillty of the

Abusiness contmuity plan 1s organisation to continue
strategic document that he Sleliveny of prosies
outlines how an organisation
will continue operating during
and after a disruption

and services within

acceptable time frames
at predefined capacity

during a disruption”

Source: [SO 22301:
Security and resilience —
Business continuity
management systems —
Requirements
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What is Business Continuity:

Business continuity planning (BCP) is a strategic framework that outlines procedures and safeguards to ensure a company can continue operations and recover quickly from potential threats. It consists of a set of actions and processes that help maintain stability in the face of operational interruptions. A BCP details the steps an organization will follow to return to normal business functions in the event of a disaster.

Key components: 

Risk Assessment - Organizations must assess potential risks and vulnerabilities that could disrupt operations. This includes evaluating both internal and external threats, such as extreme weather events, cyberattacks, and equipment failures.

Business Impact Analysis - A business impact analysis (BIA) tells you what to expect when your business is disrupted, so you can proactively create recovery strategies.

Strategy Development - Based on the findings from the BIA and risk assessment, organizations develop tailored response and recovery strategies. These plans should be practical, focusing on key activities to be undertaken during a crisis, and should include clear communication protocols.

Plan Implementation - This phase involves putting the developed plans into action. It includes training staff, conducting drills, and ensuring that all stakeholders understand their roles and responsibilities during a crisis

Testing - Regular testing of the BCP is crucial to ensure its effectiveness. This includes conducting simulations and drills to identify any weaknesses in the plan. Additionally, the plan should be updated regularly to reflect changes in the organization or its environment.
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Objectives ofthe plan

v Protect people and
assets

v Maintain customer,
commissioner, partner
trust

v Meet legal and
regulatory
requirements

v" Safeguard revenue and
market position

v Support risk
management

v Minimise downtime
v Enable fasterrecovery
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You do this all of the time in your day-to-day practice.  

The BCP and other documents are a way of managing your thoughts, decisions and actions and a way of capturing the detail so everyone is clear what’s happening, when and by whom.

To mitigate the effects of any disruptive challenge which affects the operation of normal business within the agency, particularly in terms of prioritising business critical functions and in responding to the challenge

It is not about catching people out

The objectives of a Business Continuity Plan (BCP) are crucial for ensuring that an organization can continue to operate and provide essential services during and after a disruption. 

Here are some key objectives of a BCP plan:
• Minimize Downtime: The primary goal of your BCP is to minimize downtime by preparing your business for any small or large scenarios and ensuring that critical operations can continue as soon as possible. 
• Build Trust: By demonstrating preparedness and resilience, we can build trust with customers, families, and stakeholders/commissioners such as NYC. 
• Enhance Resilience: Building and maintaining operational resilience is essential for instilling confidence among people and ensuring a swift recovery. 
• Communication: Effective communication with employees, families, and customers is vital for maintaining trust and ensuring a smooth response during a crisis. 
• These objectives are designed to help organizations respond effectively to disruptions, recover quickly, and maintain their operations. By focusing on these objectives, organizations can create a BCP that is tailored to their specific needs and can adapt to various potential threats.

It is important to understand that your BCP is specific to you and your service, and no one should know your service’s plan more than you and your teams.
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When used?

...wheneverthere is an issue affecting
business as usual functioning...

 Severe weather events
®* SNOW, rain, wind, heat, fog

__.

* Power supplydisruption/instability
* Power cuts
* Fueldispute

* Systems pressures including staffing

* Human respiratory and infectious
diseases

* Pandemics, emerging disease outbreaks,
norovirus, flu, Covid, etc.)

e Malicious action

* Cyber-attack B

e Terrorism
* Assault or affray

* Accidents
* Fire
* ICTequipment failure
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The biggest risk currently is cyber-attack.  Attacks on retailers like M&S and Co-op, care providers have been impacted, recently a children’s nursery.  Medequip and NRS both experienced cyber-attacks which directly impacted on many of us,  The 2017 WannaCry attack impacted on more than 60 NHS trusts, which in turn impacted on many of us with NHS.Net email accounts.  
These attacks have a significant emotional and financial impact.
We all need to ensure our passwords are robust and regularly changed.  90% of cyberattacks originate from a single email coming into an organisation.
Scam texts, emails and websites are very convincing and more sophisticated.  

Consider the risks that could disrupt the delivery of services within your schools.
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Response to a disruptive event
will often rely on the activation
of several different phases
within the plan:

*Responding

* Incident management plans,
immediate actions

* Resumption
* Business contmuity plans

What gOe S *Recovery
. *Recoveryplans
into a plan? -
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Key Components of a Domiciliary Care BCP:

Risk Assessment & Impact Analysis: Identify threats (weather, IT, staff sickness) and their impact on service delivery, particularly for vulnerable clients.
Identify Critical Services: Define essential care tasks and those clients who need immediate support, focusing on safeguarding well-being.
People:
Staff deployment strategies (e.g., standby rotas, accommodation).
Clear roles, responsibilities, and emergency contact lists.
Processes:
Prioritizing care needs (e.g., essential support for high-needs clients). RAG Rate all customers
Alternative communication methods (if phones/internet fail).
Data backup & IT recovery plans. Support documents but also do you use systems to pay staff. If that failed what can you do
Premises/Resources:
Backup power/heating solutions for offices/staff bases.
Securing essential supplies (PPE, medications).
Providers/Partnerships:
Coordination with local authorities, hospitals, and other care providers.
Supplier contingency plans.
Communication Plan: For staff, clients, families, and commissioners.
Training & Testing: Regular drills to ensure the plan works in practice.
Review & Update: Annually or after any incident to stay relevant. Lessons learned 

Common Risks & Specific Actions:

Staff Shortages (Illness/Pandemic): Prioritize clients, use standby staff, redeploy non-care staff.
Adverse Weather: Check on vulnerable clients, have emergency supplies, use community transport.
IT Failure: Alternative data access, ensure backup systems, check digital care tech suppliers. 
By planning for these scenarios, domiciliary care providers build resilience, protect clients, and maintain service delivery, protecting both the vulnerable and the business itself. 
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Your priorities

Identify key functions and services:

List critical activities that need to continue and ensure
these are prioritised

Break down the impacts: 0-24 hours, 24-48 hours, 48 —7
hours, up to 1 week, up to 2 weeks...

Priority | Critical function Recovery timeframe See page
1 Name of function or activity e.g. receiving orders Recovery timeframe e.g. | Insert relevant
restore within 2 hours. page humber s NORTH
2
2 @ YORKSHIRE
7 COUNCIL
5
etc.
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Business Impact Analysis (BIA)
 
LIST all of the activities which you the provider carries out and describe the effect on service delivery over the timescales within the below table. The more detailed the list, the easier it will be to prioritise your critical activities. 

Briefly summarise the effect on service delivery for business interruptions lasting for each of the time scales, where relevant. (If not relevant enter N/A). If the effect on delivery is dependent to the time of day/month/year (i.e. medication / helping a client get up in the morning / end of year accounts) then please provide details in the ‘Time Critical’ column of when the effect on delivery is at its greatest. 
 
To undertake a BIA, you should follow the steps set out below:
 
Step 1 – List the key products and services you provide which if disrupted for any reason will have the greatest impact. For each product or service identified, you should consider what the impact of a disruption would be both in terms of your ability to meet your aims and objectives, and the impact on your stakeholders. 
 
You should then document what the impact would be for:
­ First 24 hours
­ 24 – 48 hours
­ Up to one week
­ Up to two weeks



What makes something critical?

* Easystart point is to think about how soon you need to bring an activityback online:

Priority Level | Colour Timeframe | Basic planning assumption
code

(Critical) 0 - 24 Hrs We do it 24 hours a day, 7 days a week, we employ

staff on a duty out of hour's system.

(Urgent) 24 -72 Hrs | We have a problem on a Friday, we would come in

over the weekend to sort it out.

(Routine) YELLOW [ 3-7Days | If we had a problem on a Friday afternoon; we
would wait till Monday before rectifying it.

(Support) Beyond a Not an immediate priority but would need to be
week reviewed to identify when it would start having a
negative effect.
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CLIENT’S PRIORITY CATEGORISATION 

A useful tool to assist Home Care Service providers to manage service provision challenges is to have a pre-defined list of clients which have been prioritised based on need /vulnerability.

This will give an instant “heads-up” to provider managers on which clients would need to be given priority in the event of a disruptive incident (regardless of the type of incident) which will ensure an appropriate speedier response.

For smaller providers, you will already know who these clients are and why they need to be prioritised. For larger providers, this could prove very challenging if they do not have the depth of knowledge of their client’s needs / vulnerabilities.

Red/Critcal - Clients who require complete support i.e. personal hygiene, feeding, medication assistance, through the night cover. Clients who are immobile and isolated and whose only daily contact is the Care Support Worker. 

Urgent - Again complete support required but have other support mechanisms that can be used i.e. family, friends and/or other Agencies who also provide a service to them.

Routine - Clients, who are more able and receive companionship, help with household chores and/or shopping, and who will be able to fend for themselves for a few days.




Your priorities

Identify key functions and services:

List critical activities that need to continue and
ensure these are prioritised

Break down the impacts: 0-24 hours, 24-48 hours
48 —72 hours, up to 1 week, up to 2 weeks...

What resources are needed?

Priority | Critical function Recovery timeframe See page
1 Name of function or activity e.g. receiving orders Recovery timeframe e.g. | Insert relevant

restore within 2 hours. page number /—\ NORTH
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Step 2 – You should now be able to identify the maximum length of time that you can manage a disruption to each of your key products and services without it threatening your service’s viability, either financially or through a loss of reputation (this is often referred to as the Maximum Tolerable Period of Disruption or MTPD). 
 
Step 3 – You should now set the point in time at which each of your key products and services would need to be resumed in the event of a disruption (this is often referred to as the Recovery Time Objective or Return To Operational/RTO).
In determining this, you should:­ 
take into account the confidence you have in the Maximum Tolerable Period of Disruption  and whether on reflection it was too optimistic; 
and­ ensure that you have built in a margin for unforeseen difficulties with recovery; 
 
 
Step 4 – You should now document the critical activities that are required to deliver your key products and services.



Resources

* People

* Buildings

e ICT

* Vitalrecords

* Suppliers

* Equipment
 Vehicles

e Telecommunications
 Workstations




Your priorities

Identify key functions and services:

List critical activities that need to continue and
ensure these are prioritised

Break down the impacts: 0-24 hours, 24-48 hours
48 —72 hours, up to 1 week, up to 2 weeks...

What resources are needed?
What are the risks to these?

Priority | Critical function Recovery timeframe See page
1 Name of function or activity e.g. receiving orders Recovery timeframe e.g. | Insert relevant
restore within 2 hours. page number

ibkiwiN

etc.
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Step 5 – You should now quantify the resources required over time to maintain the critical activities at an acceptable level and to meet your Return To Operational identified in Step 3 above and document these. These may include:

• PEOPLE - Risks that may cause loss of staff / result in insufficient staff relative to normal operational requirements. Care not being provided to clients and consequences of the care not being provided

• PREMISES- Risks that may cause loss / damage / disruption to buildings / facilities / equipment. Such as provider base, client’s home

• PROCESSES - Risks that may cause loss / damage / disruption to IT Hardware / IT Software / Communications / Data / Information / Records.

• PROVIDERS - Risks that may cause loss / disruption services or supplies that are provided by external organisations.

• PROFILE - Risks that may cause damage to reputation.



Riskassessment

* Assess the likelihood ofit happening

* What do you have m place to prevent orreduce the
likelihood ofit happening

* What arrangements can you put i place to prevent
orreduce the risk

* Assign a likelihood score for each risk (high
impact/high Likelihood to low impact/low likelithood

* Rank the risks so you can determine what action
you are going to take

* Reduce disruption by ensuring the function/service continues at, or
recovers to an acceptable level and within a reasonable timescale

(RTO)
* Accepttheriskas the cost ofaddressingthe issue outweighs the
benefits

e Transfer the risk to others —insurance, contractual arrangements,
paying a third party (financial risk/risk to assets)

* Change, suspend or end the function/service. (where no conflict
with function/service objectives, statutory compliance and
stakeholder expectation, often when time limited)
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Presentation Notes
Within any risk register there will be many risks that could have a major impact on the services’ ability to provide the required outcomes. It is, however, not always possible to mitigate these risks, therefore it is important that you examine these risks in detail in advance. 

A risk evaluation matrix is a simple approach that can be used to quantifying risk by defining qualitative measures of consequence (severity) and likelihood (frequency or probability) using a simple 1-5 rating system. This allows the construction of a risk matrix, which can be used as the basis of identifying risk. The risk score is Impact x Likelihood. 

RTO Recovery Time Objective/Return to Operational
Prevent/reduce likelihood – what steps have you got to prevent reduce likelihood. What actions do you already take
You may not be able to prevent something, but have you considered all reasonable steps/actions to reduce that risk

Identify critical, urgent, medium, low risks. Where do you need to focus your efforts.  Can you pause something or do it differently. 

Critical - critical risks are risks that require immediate attention. They may have a high or low likelihood of occurrence, but their potential consequences are such that they must be treated as a high priority. This may mean that strategies should be developed to reduce or eliminate the risks, but also multi-agency planning, exercising and training for these hazards should be put in place and the risk monitored on a regular frequency. Consideration should be given to planning being specific to the risk rather than generic.

Urgent - They may have a high or relatively low likelihood of occurrence, but their potential consequences are sufficiently serious to warrant appropriate consideration. Consideration should be given to the development of strategies to reduce or eliminate the risks, and mitigation put in place in the form of multi-agency generic planning, exercising and training, and the risk should be monitored on a regular basis.

Medium - These risks are less significant but may cause upset and inconvenience in the short term. These risks should be monitored to ensure that they are being appropriately managed and consideration given to their being managed under generic emergency planning arrangements.

Low - These risks are both unlikely to occur and not significant in their impact. They should be managed using normal or generic planning arrangements and require minimal monitoring and control unless subsequent risk assessments show a substantial change, prompting a move to another risk category.



Your priorities

Identify key functions and services:

List critical activities that need to continue and
ensure these are prioritised

Break down the impacts: 0-24 hours, 24-48 hours
48 —72 hours, up to 1 week, up to 2 weeks...

What resources are needed?
What are the risks to these?
Maintain business continuity:
Focus on critical functions to avoid disruptions
Regularlyupdate the list as priorities change

How will you continue to perform/deliver your
critical activities during an incident?

Who will be responsible for specific actions during
the mmcident?

Simultaneous incidents!

e —
Priority | Critical function Recovery timeframe See page
1 Name of function or activity e.g. receiving orders Recovery timeframe e.g. | Insert relevant

restore within 2 hours. page number /\ NORTH
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Simultaneous incidents!

Recent care home experience:

* Friday
* Loss ofgas supplyon Friday
 Utility company attended and ensured gas supply was back on

e Saturday:
* Loss ofheating
* Engineer attended and situation resolved

* Sunday
* Fire alarms soundingrepeatedly, area showing on fire panel clear of fire
* Smoke and steam from tank above the boiler room, not showing on fire panel
* Engineerrefused to return
* Eventually attended, no access to ladders and concern about building safety
* Fire service couldn’t support with access due to emergencycalls
* Home purchased ladder to get the issue resolved @NORTH

* Phones stopped working, no fault identified LR AT RE
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People often think planning exercises exaggerate a situation and it wouldn’t happen in real life.  This one did.  One incident and lead into another or happen at the same time.  

In this example everyone was safe and supported.  Staff remained calm to avoid distress to those living in the home.  They were calm because they had a plan.

Initially it sounded like an isolated incident, and it was managed appropriately

Flippant comments by contractors can increase risk, sometimes unnecessarily.

In buying the ladder they had to consider additional risks of having them on sight, stored securely, etc

Issued could have been connected. May not have been.  Home is carrying out a lessons learned so they can review their plan and make changes.  
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Solutions

* Loss of staft:

* Inventory ofstafftraining

* Knowledge to support redeployment,
processes/procedures so people can step into
unfamiliar roles

* Succession planning

* Removing single point of failure

* Understand mmimum safe staffing levels

* RAGratings of people supported

* What can be done differently for a specified period of
time

* Loss of, oraccess to, premises:

« Have somewhere to relocate to, not too close so
affected bythe same event

 How longis relocation expected to last —staged
approach

* Thinkabout accessing premises

* Contact information

* Transport

* Equipment, medication, otherresources

OFFICIAL - SENSITIVE
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Inventory of staff training – who is trained in what, regardless of their current role
Knowledge to support redeployment, processes/procedures so people can step into unfamiliar roles – include wider staff groups in team discussions,, training or procedure updates to broaden knowledge
Succession planning – who can step into leadership roles at short notice, who can step up.
Removing single point of failure – if only one person knows how to do something  you have a problem, that’s a significant risk
Understand minimum safe staffing levels to keep people and the service safe.
What can be done differently for a specified period of time – what are the individual contingency plans for people in the community, how can you change any aspect of your service delivery temporarily
In extreme weather providers can RAG rate people and have contingencies in place so that some physical calls can be replaced with virtual calls and step up as needed. 

Questions to consider
•	 What is the optimum number of staff you require to carry out your critical activities?
•	 What is the minimum staffing level with which you could provide some sort of service?
•	 What skills/level of expertise is required to undertake these activities?
 
Loss of, or access to, premises:
Have somewhere to relocate to, not too close so affected by the same event – think of cordons for gas, fire, etc
How long is relocation expected to last – staged approach. 
Think about accessing premises
It may be as simple as work from home but are all staff members based in an office able to do this? Are they set up with equipment and systems? Broadband, Computers, etc
Contact information – where do you store it? Who can access it?.
Transport
Equipment, medication, other resources – Do any people you provide care to require specific equipment? M&H for example. If that equipment fails or breaks, what are you going to do to replace it
Questions to consider:
•	 What locations do your organisations critical activities operate from?
•	 What alternative premises do you have available?
•	 What equipment, machinery and other facilities are essential to carry out your critical activities?



Solutions

* [oss of systems (IC'T, telecommunications):

* Understand the key data required to support the
continuation ofthe function/service

* Programme ofsystem back-ups and where they
are stored foraccess

* Regular system updates

* Forced password change

» 2 stage authentication

* Access to a mobile phone/out ofhours number

* How to let others know of system failure

* Loss ofkeysuppliers, including suppliers of spare
parts foraging equipment:
 Alternative suppliers identified
 Identify specific equipment, supplies, parts
which could lead to extended impact — | jorp,

@ YORKSHIRE
COUNCIL
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Loss of systems (ICT, telecommunications):
Understand the key data required to support the continuation of the function/service – what do you need to know and where will you get that info from?
Programme of system back-ups and where they are stored for access – risks to memory sticks or similar becoming corrupted.  Info backups stored on site at risk from fire, theft?
Regular system updates – apply patches quickly
Forced password change – remember what we said about cyber attacks
2 stage authentication
Access to a mobile phone/out of hours. Its not just about staff calling out to let others know, how do we contact them to provide updates if the phones are down? 
How to let others know of system failure
Questions to consider:
•	 What IT is essential to carry out your critical activities?
•	 What systems and means of voice and data communication are required to carry out your critical activities?
What information is essential to carry out your critical activities?
•	 How is this information stored?
 
Loss of key suppliers, including suppliers of spare parts for aging equipment:
Any options for mutual aid from partners or others in the market?
Questions to consider
•	 Who are your priority suppliers/partners whom you depend on to undertake your critical activities?
•	 Do you tender key services out to another organisation, to whom and or what?
•	 Do you have any reciprocal arrangements with other services?
Any options for mutual aid from partners or others in the market?



Solutions

* Loss ofutilities e.g. water (including private water
supplies), gas, electricity:

* Generators/alternative power supplies readily
available

 Alternative supplies with stock rotation and clear
plan foruse

* Consider H&S risks for people - supported,
ventilation, food/fluids, keeping warm/cool

* Support people to register with utility companies
as vulnerable customers

* Disruption to transport:
* Is anything else put in place due to incident
e Can you use/deploystaffdifferently
* Are other transport options available,
* National Fuel plan has high threshold and doesn’t
guarantee supply/access
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Who to mnform? o
Specific mcident:

* J[s a CQC notification
required?

Safeguarding:

e Commissioners /
partners

<
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Anyone you need to notify, formally or informally.  If we know you have an issue and it’s in hand that’s great.  If you need to talk about options ask for a conversation.  Even if we can’t help directly we can support with comms to partners and give assurance the situation is being managed.  

If here is an impact on your service delivery we would want to be aware.  RNR guidance has detail of business continuity incidents

CQC Reg 18(2) (g) events that stop the service running safely and properly
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Why do we have them? BUSINESS

When do we use them?
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BC culture

* Embed in the organisation:

Key information needs to be accessible
to staff —it shouldn't be on the shelf, in
the manager’s office gathering dust

Train staff, especially those with service
continuity responsibilities
Test it to make sure it works (tabletop

and exercise), staff can speak with
knowledge when asked

Updates/briefings for staff

Review regularly and after each
incident. Look at lessons learned,
continuous improvement

Ensure robust out ofhours contact
arrangements are in place and known
bypartners


Presenter Notes
Presentation Notes
All staff within the Home Care provider should be made aware of the contents of this plan and provided with training where necessary. This plan should be exercised at least annually to ensure that procedures and contact details are kept up to date.
 
A list of completed exercises should be kept by the Home Care provider along with a log sheet recording details of training and exercising undertaken, including lessons learned. An action plan for agreed next steps as a result of training and exercising (including lessons learned from a real incident) should be developed and built into the plan review process.



Usetul Links

Business continuity planning - The
Care Provider Alliance

Business Continuity Management
Toolkit - HM Government

Protect your busmess m an emergency
- North Yorkshire Council

- SENSITIVE
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These are just a few links which provide lots of tools what you can use, adopt and get ideas from.  

https://www.careprovideralliance.org.uk/wp-content/uploads/2025/02/cpa-business-continuity-planning-guidance-updated-june-2024.pdf
https://www.careprovideralliance.org.uk/wp-content/uploads/2025/02/cpa-business-continuity-planning-guidance-updated-june-2024.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/137994/Business_Continuity_Managment_Toolkit.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/137994/Business_Continuity_Managment_Toolkit.pdf
https://www.northyorks.gov.uk/north-yorkshire-local-resilience-forum/protect-your-business-emergency
https://www.northyorks.gov.uk/north-yorkshire-local-resilience-forum/protect-your-business-emergency
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